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Relevance of the research topic. The development of data transmission-

reception systems based on chaotic signal oscillators of all ranges has been underway 

for several decades. The privacy of the transmitted signal is determined by general 

principles of the system construction, so the decisions made for a certain time provide 

fairly reliable protection. In this regard, the relevance of solving these issues will remain 

for a very long time. 

The usage of speech signal masking involves applying two identical oscillators of 

chaotic signals – on the transmitting side and the receiving one. There are many ways of 

such masking. Therefore, the development of a circuit engineering solution to achieve 

these goals is a very important aspect. Chaotic signal masking is one of the ways to hide 

information that is not intended for extraneous persons. Its technical result consists of 

security level growth for transmitted data with a slight complication of the system using 

a recurrent chaotic signal, which is achieved when the original signal is converted in 

binary code and additively being added to the deterministic chaotic signal by a 

programmable frequency switch which changes the carrier frequency, and after what 

transmission-reception channel starts.The obtained signal is sent to the receiver via any 

communication channel (radio waves,optical fiber, or copper transmission medium). In 

the receiving unit, the process of inverse conversion and selection of the original signal 

takes place.  

Thus, as a result of research and simulation modeling, the proposed transmission-

reception system has a fairly high privacy level, which showshigh repeatability of the 

operating modes of all system units, and in particular chaos oscillators with the 

possibility of synchronization not only onphase but also on amplitude;it can be used as 

one of the alternatives in information security systems. 

In this regard, the dissertation work of  PhD.candidate B. M. Yakubov, devoted to 

the research and development of data transmitting-receiving system based on chaotic 

signal oscillators for hiding information transmitted over open communication channels, 

is undoubtedly relevant for practical and theoretical interest.  

Goal and targets of the thesis research. Hiding the source signal of the signal 

transmission and reception system using a chaotic oscillation generator to protect the 

transmitted information over open communication channels. 

       To achieve this goal, there were determined the following researchtasks:  



1. Determination of the necessary parameters for solving problems of hiding 

open information in noise.  
2. Selection and justification of an information protection system for processing 

a speech signal using signal digitization.  
3. Organizing and conducting the required research and experiments.  
4. Development of an experimental layout of an information exchange system.  
5. Determination of  the scope of application of  the obtained results. 
6. Determination of  the necessary parameters for solving  problems of  hiding 

open information, conducting patent research, selection and justification of  the GC 
scheme using digitization of the speech signal and modeling of the developed scheme. 

7. Organization and conduct of  the required studies and comparison of 

experimental results with the results of modeling.   
Object of the thesisresearch is a field of science and technology that deals with 

the transformation of source signals and the hiding of information signals that are 

transmitted over an open channel when connecting subscriber A to partner B.  

Scientific novelty of the thesis research is presented in the following  points:  

- a new method of protecting open information is proposed; 
- instead of the known schemes on 2 chaos generators, a scheme on the 1st chaos 

generator  with the same operating parameters is proposed; 
- a model of the transmitting part of the information exchange using a chaotic 

signal is developed; 

- the proposed method of organizing information protection when using a chaos 
generator allows transmitting information in a wide range of frequencies; 

- a system for receiving and transmitting a signal with increased security has 
been developed and protected by a patent.   

Research methods to solve the tasks set, an approach was chosen that includes 

the analysis and generalization of scientific and technical literature data, theoretical 

research using mathematical modeling methods, which allows applying the methods of 

modern theory, digitization of source signals and the use of transformations to protect 

information transmitted over open communication channels.  
Practical relevance of the study: 

- the developed method of information exchange using chaotic signals in 

accordance with the topic of the dissertation "Research and creation of cryptographic 

protection of information transmitted via open communication channels during 

digitalization of processes at enterprises", and implemented in the "Center for the 

introduction of electronic education in educational institutions" of the Republic of 

Uzbekistan, Tashkent from 11.02.2020; 

- the patent "Method of information exchange with increased security and the use 

of chaotic signals" No. 34688 dated 23.11.2020 was obtained.    
Publications. 12 articles have been published on the topic of the dissertation, 4 

articles - in foreign journals that are included in the Scopus database, 9 articles – in the 

materials of international conferences.  



Content of the thesis. The dissertation consists of an introduction, 3 sections, a 

conclusion, a list of used sources from 56 titles, contains 95 pages of a computer set, 2 

tables, 78 figures and 3 appendices. 

In the first chapter the dissertation provides an overview of existing methods 

and schemes of information protection with the identification of their advantages and 

disadvantages, the choice and justification of a scheme for processing a speech signal 

using digitization.  
In the second chapter dissertation, the necessary parameters were determined 

for solving problems of  hiding open information, patent research was carried out, the 

choice and  justification of the GC circuit using the digitization of the speech signal was 

made, and the simulation of the developed circuit of the chaotic signal generator was 

carried out. Based on the results of the studies carried out, a comparison was made of 

existing GC schemes such as Spoonbill, Pierce, RC, push-pull switching, Chua, and on 

logic gates. Of all the generator circuits listed above, a variant of the RC-generator 

circuit with a phase-shifting circuit is selected. To simulate the entire process of work 

and the circuitry solution of the problem, the Multisim 14.0 application package was 

used. The complete process of signal transmission and reception for the entire system 

under development has been simulated. The simulation results showed the correctness 

of the chosen solution and the complete operability of the entire developed system of 

information exchange with increased security and the use of chaotic signals in 

accordance with the topic of the thesis. Patent research was carried out, and a proper 

circuit solution was proposed for the proposed method of receiving and transmitting a 

signal, its blocks and element base are described in the literature and there is a 

possibility of its implementation (a patent was received "Method for exchanging 

information with increased security and using chaotic signals" №. 34688 dated 23.11. 

2020).  
In the third chapter, dissertations experiments were carried out in the low-

frequency and microwave ranges, as well as a mathematical calculation was carried out 

in the microwave range. Based on the results of the mathematical calculations 

performed, an experimental board of a chaotic signal generator on microstrips was 

created for conducting experiments. Various measurements were made on this circuit 

board, which showed that the harmonic signal when applied to one input of 3.7 V, and 

to the second – 5.5 V becomes chaotic. When analyzing the graphs of the dependence of 

peak frequencies on voltage, it was concluded that the peak frequency is very sensitive 

to voltage changes. It moves all the time. But the scheme showed operability, which is a 

positive result of the experiment in the microwave range. 

During the second experiment, a signal transmission scheme in the tonal 

frequency range was created in the low frequency range. The values of the supply 

voltages for the GC, the frequency of the LF (300, 1000, 3400) Hz changed. 

Measurements of the received waveforms were carried out and the forms of the received 

output signals were observed. The waveform on the oscilloscope and its parameters 

generally repeat the simulation results. Small differences in the obtained parameters can 

be explained by the spread of the error of the elements of the assembled wiring diagram 

and the error of the control and measuring equipment. 



The results of the experiments showed the correctness of the chosen solution and 

the full operability of the entire developed signal transmission system. A comparative 

analysis of the results obtained during modeling and experiment using the Pearson 

coefficient was also carried out. As can be seen from the calculation, the Pearson 

coefficient is 0.96, which proves that the results of the experiment very closely coincide 

with the results obtained during modeling.   
The summary reflects the main results and conclusion of the thesisresearch. 
Based on the results of the studies carried out, a comparison was made of existing 

GC schemes, such as Spoonbill, Pierce, RC, push-pull, Chua, and on logic gates. Of 
all the above generator circuits, a variant of the RC circuit is selected - an oscillator 

with a phase-shifting circuit. 
Patent research was carried out, and a proper circuit solution was proposed for the 

proposed method of receiving and transmitting a signal, its blocks and element base 

are described in the literature and there is a possibility of its implementation (a patent 
was received "Method for exchanging information with increased security and using 

chaotic signals" №. 34688 dated 23.11. 2020). 
To simulate the entire process of work and the circuitry solution of the problem, 

the Multisim 14.0 application package was used. The simulation results showed the 

correctness of the chosen solution and the complete operability of the entire 
developed system of information exchange method with increased security and the 

use of chaotic signals. 
In the course of the experiment in the low-frequency range, a scheme was created 

for a complete cycle of  transmission - reception of a signal in the range of the tone 

frequency, the values of the supply voltages for the GCS, the frequency of the LFO 
were changed (300, 1000, 3400) Hz. The measurements of the obtained oscillograms 

were carried out and the shapes of the obtained output signals were observed. The 
waveform on the oscilloscope and its parameters generally repeat the simulation 
results. Small differences in the obtained parameters, no more than 4%, can be 

explained by the spread of the error of the elements of the assembled wiring diagram 
and the error of the control and measuring equipment. 

Based on the results of the calculations performed for the experiments, an 
experimental board for a chaotic signal generator on microstrip in the microwave 
range of 2.4 GHz was created. Various measurements were made on this circuit 

board, which showed that the harmonic signal, when applied to one input of 3.7 V, 
and on the other - 5.5 V, becomes chaotic. 

When analyzing the graphs of the dependence of peak frequencies on voltage, it 
was concluded that the peak frequency is very sensitive to voltage changes. She 
moves all the time. But the circuit showed efficiency, which is a positive result of the 

experiment in the microwave range. 
The results of the experiments showed the correctness of the chosen solution and 

the complete operability of the entire developed system of information exchange with 
increased security and the use of chaotic signals.   
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